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v MQ 9.4 (Luc-Michel DEMEY, DC)
pécifiques TechXchange

.

eunlon MQ User Group
_ VE lles du monde MQ (Luc-Michel DEMEY, DC)

----v.

= :;_;:»Authentlflcatlon avec JWT (Guillaume GELB, Air France KLM)
— . — Echanges avec Amy McCormick, Principal Product Manager for IBM MQ
- — MQ 9.4.1/9.4.2 : Nouveautés MQ Console, dspmqgcert, mgperfck)

— Partages utilisateurs
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) Performance Check Tool (mqperfck)
:orte en 9.4.0.10
SAmeliorations MQ Console
— 7:_' Native HA Cross-Region Replication
éi.-z;"‘-:? -—.En form Cluster Load Balancing pour JMS
"—“: Cenflguratlon CLI pour AMQP et MQTT
— Kafka XML Converter
-~ — MQ Appliance : MFA, Cert based Authent, ...

— OpenSSH pour MFT
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Correctifs / Fixes - B
ibmreopport/pamp

Version 9.4.0.10 disponible - (02/2025)
MQ 9.4 LTS Fix Pack 9.4.0.15 prévu 08/2025

Version 9.4.2 disponible le 27/02/2025
MQ 3 CD CSU 9.4.1.1 17/12/2024 EOS 02/2026
MQ 9.3 LTS Version 9.3.0.27 disponible - CSU (02/2025)

Fix Pack 9.3.0.30 prévu 06/2025

MQ 9.3 CD Version 9.3.5 disponible (02/2024) EOS 02/2025
Version 9.2.0.31 disponible - CSU (02/2025)

MQ 9.2 LTS Fix Pack 9.2.0.35 prévu 04/2025 EOS 09/2025

MQ 9.1 LTS Version 9.1.0.27 disponible - CSU (02/2025) EOS 09/2023

Plus de Fix Pack prévu

MQ 9.0 LTS Version 9.0.0.27 disponible - CSU (10/2024) EOS 09/2021

Plus de Fix Pack prévu
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Xpacks sont tous des « Manufacturing Refresh »
vent étre utilises pour installer ou monter de version MQ
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https://demey-consulting.fr/ibm-mq-v9-4-evolution-des-binaires-et-du-mode-dinstallation/

 i—

== Depuis la version 9.2.3 :

=== — Les packages d'installation sont signés

-

=~ — Certains installeurs vérifient cette signature (rpm)

—

~ = — Il faut installer la clé pgp d’IBM.

https://demey-consulting.fr/verification-de-la-signature-des-packages-mq-sous-1linux/ ]
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APAR

IT47091

IT47597
IT47606
IT43835

H1T47527

IT47065
-1T47254

Description

Rappel : CVSS >= 7.0 (Gravité élevée / critique) = correction sous 14 jours
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orrectifs de sécurité

- QWAJ

B E———

IBM MQ CVE-2024-54175 and IBM MQ Appliance CVE-2024-54175 [CVSS
base score 5.5]

IBM MQ and IBM MQ Appliance CVE-2025-0975 [

] MQ Console
IBM MQ Appliance CVE-2024-53088, CVE-2024-53122 [CVSS base score 5.5]

IBM MQ and IBM MQ Appliance CVE-2025-23225 [CVSS
base score 6.5] DOS

IBM MQ CVE-2024-21217, CVE-2024-21208, CVE-2024-10917, CVE-2024-
9143 [CVSS base score 5.3]

IBM MQ Appliance CVE-2024-36020 [CVSS base score 7.1]
IBM MQ [CVSS base score 6.2]
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IBM Integration Communlt

j ) The most deployed messagng netwark in the warld!

Let's hear it for MQ Channels! IBM MQ - Cross Region

Replication materials

9.4.2 marks ten years of the
MQ Appliance

Queues for Kafka

Perhaps I'm biased because it
was the first area of IBM MQ
(MQSeries as it was then) that I
worked on as a new graduate

You may have heard mention
recently of a new capability that's
currently being previewed in
Apache Kafka, Queues for Kafka ,

The IBM MQ Appliance was
originally released on 13 March
2015, so this month marks its

Quick link to this page: http://
ibm.biz/mg-crr-materials
Sometimes big things come in

inining . 10-vear anniversarv. It's simble small packages! IBM MO 9.4.2
1BM TechXchange 1‘ » 1ster A 0 Cluster 1BM TechXchange
AA -

Automation Prject on Automation
| Posted by: David We F Community Community
: » 21 hours ago — Blog Bng
| |

MQ 9.4.2 Community Applying Maintenance Using helm to deploy IBM MQ Performance Overhead of

© Demey C¢
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IBM MQ 9.4.2, the second
Continuous Delivery (CD) release
of the 9.4 Long Term Support
(LTS) line was released on
February ...

Posted by: Pradeep Sudarshan

PS
» 18 days ago

Upgrade to IBM MQ
Developer Edition

What's new? IBM MQ has
published a Developer Edition for
a Maintenance Level release,
version 9.4.0.10. This is a huge

o3 i 4

Posted by: Naveen Heroorkar
» 20 days ago

Native HA Cross Region
Replication

Introduction Native High
Availability (HA) Cross Region
Replication (CRR) was introduced
in IBM MQ 9.4.2 (announcement

e Posted by: Ian Shore , 25 days ago

NHA:CRR

In MQ v9.4.2, IBM released the
capability of replicating between
a live group of NativeHA (NHA)
QM and a recovery group. This ...

Posted by: Sam Massey
SM
, 28 days ago
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Titre Auteur Mal
Queues for Kafka David Ware 04/04/2025
Let's hear it for MQ Channels! Morag Hughson 31/03/2025
9.4.2 marks ten years of the MQ Appliance Jamie Squibb 25/03/2025
Increasing IBM MQ message & service availability Jonathan Rumsey 28/02/2025
IBM MQ - Cross Region Replication materials Kim Clark 18/03/2025
Using helm to deploy IBM MQ Native HA Cross Region Replication Ian Shore 18/03/2025
| Performance Overhead of NHA:CRR Sam Massey 15/03/2025
NativeHA Cross-Region Replication: MQ on Kubernetes more reliable Jean de Garrigues  27/02/2025
than ever.
Setting up a Sender-Receiver configuration with mqg-ansible Ma;,l:::e\cl:)llar 27/01/2025
Introduction to the IBM MQ Performance Tool (mqperfck) Mark Phillips 27/02/2025
MQ V9.4 Windows Server 2022 Performance Report Sam Massey 17/12/2024
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:[ B M :[d eas Q. Search all products and ideas...

This portal is designed to provide you with an integrated view of all of your submitted, voted or

""l..

commented on ideas for any IBM product supported by an Aha! product portal.
To learn more about the IBM Ideas Portal, visit our support and FAQs page.

Need help? Email us at ideasibm@us.ibm.com

Product: MQ, MQ Advanced & MQ Appliance

My Ideas Q, Filter ideas Status v Sort byt Recently created v

My Votes

My Comments Export CSV

My Subscriptions List contains 711 ideas.

My Followed Products Enable "sticky" function to tie the IMSXGroupID to a single consumer [MESNS-I-846] Submitted
MQ as a Service (SaaS) We know MQ Supperts MSXGroupID, but doesnt have option of "sticky" function totie the JIMSXGroupID to a single consumer.Active MQ has this, and h...
MQ, MQ Advanced & MQ Ap... Idea for MQ, MQ Advanced & MQ Appliance ¢51 GBl0 (O Created on 4 Apr 2025

My Shared Groups

Search i

provide "write to S3 storage" support for MQ MFT [MESNS-1-842] fubmiffed

We have a couple of customer who would like to use MQ MFT to transfer data between onprem and cloud systems. In the cloud world the customers a...

Idea for MO, MO Advanced & MQ Appliance (52 E11 (O Created on 26 Mar 2025

MQ .NET Managed client - Use most secure common negotiated CipherSpec by default [MEsns-1-842] Under review
When I try to use the alias Ciphers (ANY_TLS12_OR_HIGHER) which are very popular now, it is silently ignored and instead it is defaulting to insecure ...
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Functionality already exists
Future consideration

Is a defect

Needs more information
Mot under consideration

Submitted

Submitted .
- Under review

Mot under consideration Future consideration | . Planned for future release . |

T T
i |
L Delivered §
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Positive authorisation events [MESNS-1-841] Future consideration
Today, Authority Events are used to trace unauthorized access attempts to an MQ object.For access auditing purposes, we would also like to have “pos...

Idea for MQ, MQ Advanced & MQ Appliance @2 G0 (U Created on 14 Mar 2025

Add Declarative Queues/Topics/Channels to the Operator [MESNS-1-207] Folllie 2oiileiln

In the new CP4I there is support for declarative queues, topics and channels. We notice that this is a very nice feature and makes deploying integratio...

Idea for MO, MQ Advanced & MQ Appliance 512 &0 (O Created on9 Jan 2025

Add support for Prometheus Metrics [MESNS-1-715] e
Currently, to generate key metrics (queue manager, queues, channels, etc), we have to use the sample (https://github.com/ibm-messaging/mg-metric-...

Idea for MQ, MQ Advanced & MQ Appliance 485 G0 (O Createdon 23 May 2024

Increase the length of shortname in MQ over the current limitation of 12 char [MESNS-1-722] P )

Today when customer setup LDAP in MQ, there is a limitation of 12 char as short name. Please look into it to increase the length of short name over 12 ...

Idea for MO, MQ Advanced & MQ Appliance ¢h6 G0 (9 Createdon 5 Jun 2024

MQ Console to have ability to display more information on Cluster Membership [MESNS-1-200] P ErE G

It would be usetul for the MQ Console to have the ability to display more information on Cluster Membership, similar to the information that is output f...

Idea for MQ, MQ Advanced & MQ Appliance {51 G0 (O Created on 10 Dec 2024

IBM MQ Container and Operator: expose more detailed metrics for prometheus monitoring. ptislcoy dernticy
[MESNS-I-790]
Today, as it is in MQ Operator, mq container expose a set of metrics that seems to be no enought for more detailed monitoring. We will need a plan to ...

Idea for MO, MO Advanced & MO Appliance {2 G0 (O Created on 19 Nov 2024
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Registration is Open!
IBM TechXchange
2025

Join us October 6-9 in Orlando, FL at the premier
learning event for developers and technologists. Start
with what you need to know, then uncover the
unexpected.

EXPLORE.
BUILD.
LAUNCH.

GO/
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étés participantes
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