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What is JWT?
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IBM MQ 9.3.4 — Token-based authentication

What is a token? (

Header "alg": "HS256",

"typ": "JWT"
}
* Atoken is a simple structure that contains information { ST P
about a user and can easily be transferred between Payload — v-e;g": 1716239022,
parties over the internet. "nbf": 1516239022
}
. AhJWT”can t}e crxptographlcallp{ S|gne1g to formfa #\WS e ey + nn
This allows for the cryptographic verification of the ) CEECDiamacerts (el :
S natur —P Dbaseb64UrlEncode (payload),
information inside the JWT. 'ghature secret o
* Authentication tokens that are used with IBM MQ must )
+ Be avalid JWT, as defined by internet standard RFC7519 ‘
* Be signed according to JSON Web Signature (JWS) internet

standard RFC7515, with an algorithm that IBM MQ supports
* Contain the required header parameters and payload claims.

eyJhbGciOiJIUzI1NilsInR5cCI6l
o ., . kpXVCJ9.eylzdWIiOilxMjMONT

ElggrtlcE)k%r)\ ggnaéggiaélgla user claim” that specifies the Y30DkwliwibmFtZSI6lkpvaGa
gRGIlliwiZXhwljoxNTE2MjM5
MDIyfQ.E9bQ6QAIl4HpH825Q
C5PtjNGEDQTtMpcj0SO2W8v
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E nCOd ed PASTE A TOKEN HERE DeCOd ed EDIT THE PAYLOAD AND SECRET

HEADER: ALGORITHM & TOKEN TYPE

eyJhbGeci01iJIUzITNiIsInR5cCI6IkpXVCJ9. ey

JuYW11IjoiUm9iIFBhecmtlciIsImVtYWlsIjoic {“ L He-
GFycm9iZUB1ay5pYmOuY29tIiwiaWFOIjoxNTE2 ypr
MjM5MDIyLCJ1eHAiOjE20Tk2MzE30TASIm1 xdXN }

lciI6InBhendvYmUifQ.nkzpB8mCiBtpZP583b5
Sw_R-fItbBBVpuVD5359GKR@

PAYLOAD: DATA

"name”: "Rob Parker”
"email”: "parrobe@uk.ibm.com”,
"iat": 1516239822,
"exp": 1699631798,
"mguser” : "parrobe”

VERIFY SIGMATURE

HMACSHAZ56 (
base64UrlEncode(header) + "." +
base64UrlEncode(payload),
your-256-bit-secret

) O secret baseb4 encoded
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d" OpenlD" Full spec

© 2023 IBM Corporation

OpenlD Connect Protocol Suite

http:/fopenid.net/connect

4 Feb 2014

. Dynamic Client
Core Discovery Registration
Minimal )
Dynamic
Session Form Post
Management Response Mode
Complete
Underpinnings
OAuth 2.0 OAuth 2.0 OAuth 2.0 OAuth 2.0 OAuth 2.0
Core Bearer Assertions JWT Profile Responses
JWE JWK JWA WebFinger
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Benefits

- -okta
?Q@ ik
8 «evcLoak 0

Auth Server

>
Po




Centralized Authentication

. '-okta )
Ty

8 «=vcLoak 0
Auth Server

IBM Confidential
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Credentials only go to authentication server
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Authenticate how you choose
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Tokens contain information

? C"jczo!(ta o
iKNax
8 «evcLoak O

Auth Server

Token
. User
«  Groups
*  Authorizations
«  Expiry
Who issed
etc

IBM Confidential
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How does JWT work in MQ?
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IBM MQ 9.3.4 — Token-based authentication

@ From IBM MQ 9.3.4, client applications can provide
tokens to authenticate with a queue manager. The Provides public key certificate/symmetric key

/y queue manager must be configured to accept .

authentication tokens.

* Token-based authentication is supported by queue managers Token Issuer
that run on AIX®, Linux®, and OpenShift® Container Platforms. Provides credentials

F 3

Queue Manager

-~

* IBM MQ MAQI clients written in C present tokens on
connection and can be authenticated.

* The client application can run on any platform.

Uses token to authenticate

. . . Client
* BothIBM MQ MQI clients and Java clients can remain Issues signed token Application If token contains user claim

unchanged and use security exits to send authentication can be used for authorization
tokens to the queue manager.

Y
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Queue Manager
? - .okta ©)

- iRy
LOAK O

Auth Server

AuthToken:
=/var/mgm/qmgrs/QMIWT /key . kdb
=/var/mgm/gqmgrs/QMIWT /key. pw. txt
=mykey

=mguser

MQ Config Ceystore

© 2023 IBM Corporation
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Identity adoption

PAYLOAD: T

AuthToken:
=/var/mgm/qmgrs/QMIWT /key . kdb

= "L1OELAROAR
=/var/mgm/qmgrs /QMIWT fkey . pw. txt exp” : 1856489461,

mguser"”: "parrobe

=mylkey

=mguser }

Must be 12 characters or less

© 2023 IBM Corporation



Application Changes

MQCNO cho
MQCSP csp
Char * Token;

{MQCNO_DEFAULT};
{MQCSP_DEFAULT};

e CClients
* Network bound

cno.SecurityParmsPtr = &csp;

cno.Version = MQCNO_VERSION_5;
QCNO_ -’ eyJhbGci0iJIUzITNiIsInR5cCI6IkpXVCJ9.ey

Token = myOAUthLogin(User,Pass); JzdWIi0iJwYXJyb2J1QHVrLmlibS5jb2@8ilCJuY
ie— W11IjoiUm9iIFBhcmtlciIsI1JvbGVzIjoibXFh

csp.Version = MQCSP_VERSION_3; ZG1pbixzdGFmZix1c2VyIiwiaXNzIjoiS@5PWFN
csp.AuthenticationType = MQCSP_AUTH_ID_TOKEN; TTyIsImlhdCI6MTY1NjIzOTAyMiwiZXhwIjoxNj
Y2MjM5MDIyfQ.MKxuT8K03gYD6jtcZ7pPho-
csp.TokenPtr = Token; 0IVKhs5dP-3hOHgXNbRU
csp.TokenLength = (MQLONG)strlen(Token);
MQCONNX (QMName,
&cno,

&Hcon,
&CompCode,
&Creason);

© 2023 IBM Corporation
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Security exits

AP ACHE

@ KNax
L «evcLoak O

Auth Server

o ’:’okta D

)
\ C

client App

eyJhbGei0iJIUZIINIISINRECCI6IKpXVCIY . .ey
JzdWIi0iJwYXJyb2J1QHVrLm1ibS5jb28iLCJuY
W11IjoiUm9iIFBhemtlciIsI1JvbGVzIjoibXFh
ZG1pbixzdGFmZix1c2VyIiwiaXNzIjoiS@5PWFN
TTyIsImlhdCI6MTYINjIZOTAyMiwiZXhwIjoxNj
Y2MjM5MDIy Q. MKxuT8KO03gYD6j tcZ7pPho-
0IVKhs5dP-3h0OHGXNbRU
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Security exits

)
Java/JMS
client App

—
St

Java
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- -okta )
(5%

L «evcLoak

Auth Server

eyJhbGei0iJIUZITNiISINR5CCI6IKpXVCJI. ey
JzdWIi0iJwYXJyb2J1QHVrLm1ibS5jb20iLCJuY
W11IjoiUm9iIFBhemtleiIsI1JvbGVzIjoibXFh
261pbixzdGFmZix1c2VyTiwiaXNzIjoiSO5PNFN
TTyIsImlhdCI6MTY1NjIZOTAyMiwiZXhwIjoxNj
Y2MjMSMDIy Q. MKxuT8K03gYD6 j tcZ7pPho-
0IVKhs5dP-3hOHqXNbRU



Demo?
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Notices and disclaimers

© 2023 International Business Machines Corporation.
All rights reserved.

This document is distributed “as is” without any warranty, either express or
implied. In no event shall IBM be liable for any damage arising from the use of
this information, including but not limited to, loss of data, business interruption,
loss of profit or loss of opportunity.

Customer examples are presented as illustrations of how those customers have
used IBM products and the results they may have achieved. Actual performance,
cost, savings or other results in other operating environments may vary.

Workshops, sessions and associated materials may have been prepared by
independent session speakers, and do not necessarily reflect the views of IBM.

Not all offerings are available in every country in which IBM operates.

Any statements regarding IBM’s future direction, intent or product plans are
subject to change or withdrawal without notice.

IBM, the IBM logo, and ibm.com are trademarks of International Business
Machines Corporation, registered in many jurisdictions worldwide. Other product
and service names might be trademarks of IBM or other companies. A current list
of IBM trademarks is available on the Web at “Copyright and trademark
information” at: www.ibm.com/legal/copytrade.shtml.

2023 IBM Corporation

Certain comments made in this presentation may be characterized as forward
looking under the Private Securities Litigation Reform Act of 1995.

Forward-looking statements are based on the company’s current assumptions
regarding future business and financial performance. Those statements by their
nature address matters that are uncertain to different degrees and involve a
number of factors that could cause actual results to differ materially. Additional
information concerning these factors is contained in the Company’s filings with
the SEC.

Copies are available from the SEC, from the IBM website, or from IBM Investor
Relations.

Any forward-looking statement made during this presentation speaks only as of
the date on which it is made. The company assumes no obligation to update or
revise any forward-looking statements except as required by law; these charts
and the associated remarks and comments are integrally related and are
intended to be presented and understood together.
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