IBM MQ What’s New: 9.3 and 9.3.1

Rob Parker

Senior Software Engineer and Security Architect for IBM MQ Distributed
parrobe@uk.ibm.com

© 2022 I1BM Corporation



New IBM MQ v9.3

2018 2019 2020

V9.1LTS v9.11CD V9.1.2CD

In 2016 MQ introduced
a dual Long Term
Support and a
Continuous Delivery
model.
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V9.1.3CD Vv9.1.4cD v9.15cD V9.2 LTS

Continuous Delivery

New CD versions of MQ are

released approximately
every four months,
incrementally introducing
new product capabilities.

Intended for those that can
continually integrate.

2021 2022

Future >
V9.21CD V9.22CD V9.23CD Vv9.2.4cD v9.25¢cD V9.3 LTS| va.3.1cD

Long Term Support

Approximately every two
years a new LTS version is
released, rolling up many of
the CD capabilities into a
release with 5+3 support
attached.

Required by those looking
for fixed function.

All the function delivered in the 9.2.x CD releases is available in the

long term support release V9.3 LTS



IBM MQ 9.3 LTS, enhancements since 9.2 LTS

Simplified Linux
install

Encrypted
MQTT channel
passphrases

Uniform Cluster
aware MDBs

OpenShift

Operator

managed
rolling upgrade

Separate
statistics and
accounting
intervals for
z/0S
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Dspmaginst for
IBMi

TLS-only
communication
switch

IBM MQ scaler
for KEDA

OpenShift

support for

zLinux and
Power

Browse support
for AMQP
applications

Stream MQ
Appliance error
logs

Streaming
queues

Apache Qpid
JMS support
over AMQP

OpenShift
Prometheus
integration with
ServiceMonitor

Start/stop of
MFT resource
monitors

MQ Console
application
quick start

Multiple queue
manager
certificates for
MQIPT

Point-to-point
support for
AMQP

Helm chart

sample for

Kubernetes
deployments

Redistributable
MFT Logger

Key repository
passwords

TLS enabled
NET XA
monitor

Java 17
support for
applications

Client attached
dead-letter
handler

MFT managed
call control
over REST

Idempotent
MQSC DELETE
commands

Cryptographic
hardware
support for
client
passwords

MQ Console
remote queue
manager
support

MQ Appliance
failed resource
action control

IBM MQ
AsyncAPI
binding

Hardware
accelerated
compression
for AIX

PKCS#12 key
repository
support

Jakarta
Messaging 3.0
support

IBM MQ on
Cloud LogDNA
integration

AsyncAPI code
generator for
IBM MQ IJMS
applications

Non-0S user
authorisations

SNI hostname
support for
channel routing

64-bit RBA
default for z/OS

Raft based
Native HA for
OpenShift

Queue depth
SMF data for
z/0S

TLS 1.3 across
all protocols

Uniform Cluster
support for
request/reply
flows

MQ Appliance
synchronous
DR replication

Transfer
logging for
Managed File
Transfer

.NET 6
application
support

TLS 1.3 support
for MQIPT

Transaction
boundary
aware Uniform
Cluster

Disk encryption
for the MQ
Appliance

AT-TLS support
for z/OS

Extended REST
API message
properties

www.ibm.com/docs/en/ibm-mq/9.3?topic=930-whats-new-in-mq




Brand new for IBM MQ 9.3 (since 9.2.5 CD)

Key repository

passwords

PKCS#12 key
repository
support

Streaming

queues
(for z/OS)

Jakarta
Messaging 3.0
support

OpenShift
support for

zLinux and
Power

MFT managed Queue depth

SMF data for
z/0S

call control
over REST

©2022 IBM Corporation www.ibm.com/docs/en/ibm-mq/9.3?topic=930-whats-new-in-mq



Applications

Streaming
queues

Apache Qpid
JMS support
over AMQP

Uniform Cluster IBM MQ scaler
aware MDBs for KEDA

Browse support

for AMQP
applications

© 2022 I1BM Corporation

MQ Console
application
quick start

Point-to-point
support for
AMOQP

Java 17
support for
applications

IBM MQ
AsyncAPI
binding

Jakarta
Messaging 3.0
support

AsyncAPI code
generator for
IBM MQ IJMS
applications

SNI hostname

channel routing

Uniform Cluster
support for
request/reply
flows

.NET 6
application
support

Transaction
boundary
aware Uniform
Cluster

Extended REST
API message
properties

www.ibm.com/docs/en/ibm-mq/9.3?topic=930-whats-new-in-mq



Security

Key repository Non-OS user TLS 1.3 across TLS 1.3 support
passwords authorisations all protocols for MQIPT

Cryptographic
TLS enabled hardware PKCS#12 key SNI hostname
.NET XA support for repository support for
monitor client support channel routing
passwords

Multiple queue
manager
certificates for
MOIPT

Encrypted TLS-only

MQTT channel communication
passphrases switch

Disk encryption
for the MQ
Appliance

AT-TLS support
for z/OS

© 2022 IBM Corporation www.ibm.com/docs/en/ibm-mq/9.3?topic=930-whats-new-in-mq



Availability

Uniform Cluster
aware MDBs

OpenShift

Operator

managed
rolling upgrade
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Streaming

queues

MQ Appliance

failed resource
action control

Uniform Cluster
support for
request/reply
flows

MQ Appliance

synchronous
DR replication

Raft based
Native HA for
OpenShift

Transaction
boundary
aware Uniform
Cluster

www.ibm.com/docs/en/ibm-mq/9.3?topic=930-whats-new-in-mq



Operations

Simplified Linux
install

OpenShift

Operator

managed
rolling upgrade

Separate
statistics and
accounting
intervals for
z/0S

© 2022 I1BM Corporation

Stream MQ
Appliance error
logs

Dspmaginst for
IBMi

Streaming
queues

OpenShift

support for

zLinux and
Power

OpenShift
Prometheus
integration with
ServiceMonitor

Start/stop of

MFT resource
monitors

Idempotent
MQSC DELETE
commands

MQ Console
remote queue
manager
support

Helm chart

sample for

Kubernetes
deployments

Client attached
dead-letter
handler

MFT managed
call control
over REST

Redistributable
MFT Logger

64-bit RBA
default for z/OS

IBM MQ on
Cloud LogDNA
integration

Queue depth
SMF data for
z/0S

www.ibm.com/docs/en/ibm-mq/9.3?topic=930-whats-new-in-mq



Applications Security

Avallability Operations
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Z/OS Appliance

Containers Software

Cloud

© 2022 I1BM Corporation



& Innovation



K Insight to your data

Stream MQ data to new applications



MQ Streaming Queues

Tap into the value of existing data flowing over MQ by
making message data available to Kafka, Al, and
analytics applications with zero impact to the
existing applications or their messages, and
without a need for re-architecting your message

flows.

© 2022 IBM Corporation



MQ Streaming Queues

Tap into the value of existing data flowing over MQ by
making message data available to Kafka, Al, and
analytics applications with zero impact to the
existing applications or their messages, and
without a need for re-architecting your message
flows.

1. Streaming Processing to accelerate time to
insight from existing data.

Real world data to accurately simulate

production workloads to test the impact of '
=]

changes on applications.

Auditing and Replay of data in the event of

disasters. Auditing and replay use cases require Streaming Queue
exact duplicates of message content as well as

message attributes including Message IDs,

Correlation IDs etc.

© 2022 IBM Corporation



MQ Streaming Queues

Can Streaming Queues help with production
rollouts?

Yes, generate a stream of production
messages to test your new environment and
application versions

© 2022 IBM Corporation
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MQ Streaming Queues

So, can I use MQ for event streaming?
Not exactly, but if you’re asking...
Can I keep a message history for replay?

Yes!

https://community.ibm.com/community/user/integration/blogs/
matthew-whitehead1/2022/04/30/stream-queues-with-capexpry

© 2022 IBM Corporation
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MQ Streaming Queues

So, can I use Streaming Queues for DR?

Perhaps...

What is your DR objective?

Streaming queues can replicate the
messages from certain queues to another
gueue manager, but not the consumption of
those messages.

So if you’re looking for a safe copy of the
messages, it may fit a specific requirement.

© 2022 IBM Corporation




Applications

Making it easy to benefit from MQ in your applications

© 2022 IBM Corporation



Expanding application choice

MQ supports many protocols and APIs. MQ has @ M QI ﬁ MQTT

been expanding these to meet new requirements
and environments

REST Messaging Provides a very simple way to get
messages in and out of your MQ system { }

(Latest: message property support with 9.2.5 CD)

Support for AMQP 1.0 clients to connect and
interoperate with any other MQ application.
Messaging behaviour follows Apache Qpid JMS,
widening the choice of open source clients even

further (enhanced in IBM M0Q 9.2.1) - AMQP Qp.id

Advanced Message Queuing Protocol

Define your MQ messaging endpoints and build
applications with AsyncAPI
github.com/ibm-messaging/mg-asyncapi-bindings
github.com/ibm-messaging/mg-asyncapi-java-template

< AsyncAPI

© 2022 IBM Corporation



K,> Avallability and scalability



K MQ message avallability

Protecting your critical data



Preventing loss and duplication of messages in the event of a failure

Data resiliency: messages are protected from a system failure
Automatic recovery: messages are quickly available following a failure

External

External solution

. [ |
System Multi-instance

managed HA  queue managers

© 2022 IBM Corporation

Integrated solution

. ——= al
] -
L & B |

. «

z/0S system Replicated data  MQ Appliance
queue manager

Native

Native solution

Native HA



) Cloud Pak for Integration entitlement
MQ Native HA OpenShift and Kubernetes

RO E ¢ @
raft

Queue manager
active

Instance 1 Instance 3
storage storage

Exactly once state replication

Messages persisted in three locations, e.g. across availability zones

Exact replicas, maintaining configuration, message order, transactional state

No external dependencies, simple storage requirements, e.g. block storage

RAFT based Leader/follower quorum ensures consistency and rapid failure detection and recovery

© 2022 IBM Corporation



Always-on

Building scalable, active-active, solutions

© 2022 IBM Corporation



IBM MQ

Data replication with

O ] consistent fast recovery

© 2022 IBM Corporation



IBM MQ

Horizontal scaling with data replication for consistent always-on cloud deployments
[ ]

Active/active Data replication with

workload balancing O ] consistent fast recovery
]

O

© 2022 I1BM Corporation



IBM MQ

Horizontal scaling for always-on cloud deployments

O
O

Active/active ]

O
workload balancing O ]
O

O
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Active/active workload balancing

© 2022 I1BM Corporation

O
O
O mm
O ™o
O

O

Multiple active queue managers

Messages workload balanced
across application instances

Application connections
distributed across the
queue managers



Active/active workload balancing

O

Multiple active queue managers

Messages workload balanced
across application instances

O O
O mm -
— O
O e O Application connections
O O

distributed across the
queue managers

O O

z/0S: Queue Sharing Group Distributed: Uniform Cluster

© 2022 I1BM Corporation



Available since IBMMQ 9.2 LTS
Active/active message distribution Distributed

Uniform Cluster

O
O
O mm
O ™o
O

O

IBM MQ Uniform Cluster enables applications to be workload balanced across loosely coupled
queue managers

Uniform Cluster detects application imbalance and automatically moves connections to instantly
respond to change and maximise availability and scalability

Ensures constant availability of the system and instant scaling out

© 2022 I1BM Corporation



Available since IBMMQ 9.2 LTS
Active/active message distribution Distributed

Uniform Cluster

O OO OO0 O

IBM MQ Uniform Cluster enables applications to be workload balanced across loosely coupled
queue managers

Uniform Cluster detects application imbalance and automatically moves connections to instantly
respond to change and maximise availability and scalability

Ensures constant availability of the system and instant scaling out
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Available since IBMMQ 9.2 LTS
Active/active message distribution Distributed

Uniform Cluster

PR OQRQ

IBM MQ Uniform Cluster enables applications to be workload balanced across loosely coupled
queue managers

Uniform Cluster detects application imbalance and automatically moves connections to instantly
respond to change and maximise availability and scalability

Ensures constant availability of the system and instant scaling out
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Available since IBMMQ 9.2 LTS
Active/active message distribution Distributed

Uniform Cluster

P Q00 QQ
- -

IBM MQ Uniform Cluster enables applications to be workload balanced across loosely coupled
queue managers

Uniform Cluster detects application imbalance and automatically moves connections to instantly
respond to change and maximise availability and scalability

Ensures constant availability of the system and instant scaling out
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Available since IBMMQ 9.2 LTS
Active/active message distribution Distributed

Uniform Cluster

P QO QQ Q mm
JEE Message Driven Bean
support (9.2.3 CD)

Smart balancing for
request/reply patterns and
transactions (9.2.4 CD)

IBM MQ Uniform Cluster enables applications to be workload balanced across loosely coupled
queue managers

Uniform Cluster detects application imbalance and automatically moves connections to instantly
respond to change and maximise availability and scalability

Ensures constant availability of the system and instant scaling out

© 2022 IBM Corporation



IBM MQ, Cl.OUd native WHAT IS CLOUD NATIVE?

CLOUD NATIVE

COMPUTING FOUNDATION

© 2022 IBM Corporation



IBM MQ, cloud native

Containerised

© 2022 IBM Corporation

Loosely coupled

CLOUD NATIVE

COMPUTING FOUNDATION

Scalable

OO0

WHAT IS CLOUD NATIVE?

ligh-impa
and predi

Replicated



MQ Security
Securing your critical data



PKCS#12 Keystore Support

Use a PKCS#12 keystore in place of a CMS
keystore

Use existing mechanism to point MQ at the
keystore

Change applicable for MQI, Unmanaged .NET
clients
« Java/JMS can use JRE for PKCS#12 support
* Managed .NET uses windows certificate
store

© 2022 IBM Corporation

MQI

Unmanaged
NET

oMl
D] =

PKCS#12

\/_



Keystore Password support

Provide the keystore password directly to IBM MQ

— Allows alternative to the stash file. oM1
Queue Manager: MQSC QMGR KEYRPWD \
command \'ﬁ)
CMS
Clients:
— MQSCO.KeyRepoPassword fields

— MQKEYRPWD environment variable
— SSL Stanza SSLKeyRepositoryPassword

PKCS#12

Password

MQI

Password must be protected
— Queue Manager does this for you Unmanaged
— Encryption tools provided for client apps NET

© 2022 IBM Corporation




User External

Standard

Tightly coupled with OS or LDAP
- User for authority must exist
- Group membership queried

<
il

0S LDAP

© 2022 I1BM Corporation

UserExternal

Detached from OS/LDAP
- Canstill authenticate with OS/LDAP
- Group membership not queried

L]
o =
) —
) —
dh v=

=
X

0S LDAP




Deprecation statements

32-bit client app

« Both network and
local bindings

Supported

throughout 9.3.0
LTS. But removed
in later CD or LTS

Customers should

recompile
applications as 64-
bit

https://www.ibm.com/docs/en/ibm-mq/9.3?topic=930-deprecated-stabilized-removed-features-in-mq

© 2022 IBM Corporation
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IBM MQ 9.3 LTS, enhancements since 9.2 LTS

Simplified Linux
install

Encrypted
MQTT channel
passphrases

Uniform Cluster
aware MDBs

OpenShift

Operator

managed
rolling upgrade

Separate
statistics and
accounting
intervals for
z/0S
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Dspmaginst for
IBMi

TLS-only
communication
switch

IBM MQ scaler
for KEDA

OpenShift

support for

zLinux and
Power

Browse support
for AMQP
applications

Stream MQ
Appliance error
logs

Streaming
queues

Apache Qpid
JMS support
over AMQP

OpenShift
Prometheus
integration with
ServiceMonitor

Start/stop of
MFT resource
monitors

MQ Console
application
quick start

Multiple queue
manager
certificates for
MQIPT

Point-to-point
support for
AMQP

Helm chart

sample for

Kubernetes
deployments

Redistributable
MFT Logger

Key repository
passwords

TLS enabled
NET XA
monitor

Java 17
support for
applications

Client attached
dead-letter
handler

MFT managed
call control
over REST

Idempotent
MQSC DELETE
commands

Cryptographic
hardware
support for
client
passwords

MQ Console
remote queue
manager
support

MQ Appliance
failed resource
action control

IBM MQ
AsyncAPI
binding

Hardware
accelerated
compression
for AIX

PKCS#12 key
repository
support

Jakarta
Messaging 3.0
support

IBM MQ on
Cloud LogDNA
integration

AsyncAPI code
generator for
IBM MQ IJMS
applications

Non-0S user
authorisations

SNI hostname
support for
channel routing

64-bit RBA
default for z/OS

Raft based
Native HA for
OpenShift

Queue depth
SMF data for
z/0S

TLS 1.3 across
all protocols

Uniform Cluster
support for
request/reply
flows

MQ Appliance
synchronous
DR replication

Transfer
logging for
Managed File
Transfer

.NET 6
application
support

TLS 1.3 support
for MQIPT

Transaction
boundary
aware Uniform
Cluster

Disk encryption
for the MQ
Appliance

AT-TLS support
for z/OS

Extended REST
API message
properties

www.ibm.com/docs/en/ibm-mq/9.3?topic=930-whats-new-in-mq
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New IBM MQ v9.3.1

2018 2019 2020

Distributed and z/OS PTFs: Released 20t October 2022

z/OS eGA: Releases 4th November 2022

2021 2022

#

VO.1LTS wv9.11cD V9.12CD V9.13CD V9.1.4CD v9.15cd V9.2 LTS

V9.2.1CD V9.22CD V9.23CD V9.2.4cD vV9.25cD V9.3 LTSY ve.3.1cD

Future
V9.3.2CD

In 2016 MQ introduced
a dual Long Term
Support and a
Continuous Delivery
model.

Continuous Delivery

New CD versions of MQ are
released approximately
every four months,
incrementally introducing
new product capabilities.

Intended for those that can
continually integrate.

https://community.ibm.com/community/user/integration/blogs/ian-harwood1/2022/10/14/mq931ga

© 2022 IBM Corporation

Long Term Support

Approximately every two
years a new LTS version is
released, rolling up many of
the CD capabilities into a
release with 5+3 support
attached.

Required by those looking
for fixed function.



IBM MQ 9.3.1 CD enhancements

Linux
Windows

.NET 6 libraries CAPEXPRY

05

SMF queue
statistics
enhancements

64-bit Channel
Initiator

© 2022 I1BM Corporation

b Mt

MQIPT
Password
Protection

08 F Mutti

Streaming
queues on
shared queues

Console
observability

https://www.ibm.com/docs/en/ibm-mq/9.3?topic=931-whats-new-in-mq



64-bit Channel Initiator

Previously server-connection channels
messages were staged in the channel
initiator in a set of buffers in 31 bit storage

Large messages would limit the maximum
number of active channels.

Now with 64 bit storage in the channel
initiator, a larger number of channels can
connect at the same time

Samples will be changed to have
MEMLIMIT=2G (2GB 64 storage as a starting
point)

© 2022 IBM Corporation

=)
8 |
)

104 concurrent clients sending 10MB messages.
Memory footprint per client

2.3.0 9.3.x
31 bit 10.4MB 112KB
64 bit 0 11.6MB

Assuming 1.3GB spare space below the bar this implies max
128 clients at 9.3.0.

At 9.3.1 we could get to 9999 clients (the max) assuming
suitable MEMLIMIT




9.2.4and 9.3.0

More flexible monitoring

9.3.0 added a new set of per queue
statistics. This provides basic information
about the queue as well as its current depth Queue depth over time

Statistics can be enabled at the individual 10000
queue level enabling you to only collect the 8000
data you really need

2000 Anoma ly
1000 O

P P P D P I E PP ORI D PSS
B y A o e L A g i w L A £ &
U S - G- AR~ S S R N
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More flexible monitoring
9.3.1 adds more per queue data statistics.

DISPLAY QSTATUS information is now
available in the SMF record.

The format of the queue statistics data
record is described in assembler macro

thlqual.SCSQMACS(CSQDQQST).

NB: this will happen regardless of the MONQ
attribute on the queue

https://www.ibm.com/docs/en/ibm-
mq/9.3?topic=statistics-queue-data-records-
version-931-release

© 2022 IBM Corporation

MV4A,MQ27,2022/86/24,11:27:29,VRM: 931,

usue Name..........01
Disposition.........Private
Fageset ID.......... a
Bufferpoll ID....... e
THIS IS A FULL RECORD
Current Depth....... 1a
Open Output Count...2
Open Input Count....l
QTIME Short.........5829583
QTIME Long..........5823583
Last Put Time....... DEE3F45BDA39G885
Last Get Time....... DEE3EEDCECEBCE114

Oldest Message Age..b64

UNCOM(YESI|NO) data is also captured



MQ Streaming Queues

Tap into the value of existing data flowing over MQ by
making message data available to Kafka, Al, and

analytics applications with zero impact to the

existing applications or their messages, and l ‘
without a need for re-architecting your message

flows.

1. In9.3.0 only Queues with QSGDISP(QMGR)
could be used with streaming queues.

NS/ NS/
From 9.3.1 Queues with QSGDISP(SHARED) l N ‘ l A |

g?: rsl?rVI;IEc’:lAlSIoJI);,peCIfy a STREAMQ or be a target Streaming Queue z/0S Shared Queue

© 2022 IBM Corporation



MQ Console observability

The MQ web-based Console now makes it easier to
see what’s happening on a queue manager.

See which connections are active, over which
channel they’re connected, and what they’ve been
doing.

Easily understand how a queue manager is
interacting with other queue managers in its
network.

© 2022 IBM Corporation

[E Queue manager: QM2

gy |

[E Queue manager; QM2
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