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M Q Monitoring avec Instana

et Exportation des logs & events MQ en format json
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IBM MQ 9.3 announced

"‘"‘ Zﬁacks
;Wnerabllltes

e IBM Integration Community
® Nouvelles interfaces

© Demey Consulting, 2022 Guide MQ du 28 Avril 2022 3




1
AL

Nl

MQ 9.3 LTSR
MQ 9.2 LTSR
MQ 9.2 CD
MQ 9.1 LTSR
MQ 9.1

MQ 9.0 LTSR
MQ 8.0

WMQ 7.5

© Demey Consulting, 2022

Version 9.3 annoncée le 12/04/2022
Disponible Juin 2022

Version 9.2.0.5 disponible (02/2022)
Fix Pack 9.2.0.6 prévu 2Q 2022

Version 9.2.5 disponible (02/2022)

Version 9.1.0.11 disponible (03/2022) 19
Fix Pack 9.1.0.12 prévu 3Q 2022 o

Appliances M2001/M2002 EOS 09/2021

Version 9.0.0.13 disponible (04/2022) EOS 09/2021
Plus de Fix Pack prévu

Fix Pack 8.0.0.16 disponible (03/2021) EOS : 04/2020

Plus de Fix Pack prévu

Dernier Fix Pack 7.5.0.9 (09/2017) EOS : 04/2018
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Question

Does IBM MQ ship Apache Log4]?

—

p——— .

' _'_‘:’ ; Réponse
= — | Oui, uniguement dans le composant
= Fabric Gateway du Blockchain Bridge.

https://www.ibm.com/support/pages/node/6526544
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Name
C\VE-2022-22356

CVE-2022-22355

CVE-2022-22321

CVE-2022-22316

CVE-2021-339034

CVE-2021-39000

CVE-2021-38999

CVE-2021-38986

CVE-2021-38967

CVE-2021-38958

CVE-2021-38950

CVE-2021-38949

CVE-2021-38875

CVE-2021-29843
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Description

IBM MQ Appliance 9.2 CD and 9.2 LTS could allow an attacker to enumerate account credentials due to an observable discrepancy in valid
and invalid login attempts. IBM X-Force ID: 220487.

IBM MQ Appliance 9.2 CD and 9.2 LTS are vulnerable to a denial of service in the Login component of the application which could allow an
attacker to cause a drop in performance.

IBM MQ Appliance 9.2 CD and 9.2 LTS local messaging users stored with a password hash that provides insufficient protection. IEM
X-Force ID: 218368.

IBM MQ Appliance 9.2 CD and 9.2 LTS could allow an authenticated and authorized user to cause a denial of service due to incorrectly
configured authorization checks. IBM X-Force ID: 218276.

IBM MQ 9.1 LTS is vulnerable to a denial of service attack caused by an issue within the channel process. IBM X-Force ID: 213964.

IBM MQ Appliance 9.2 CD and 9.2 LTS could allow a local attacker to obtain sensitive information by inclusion of sensitive data within
diagnostics. IBM X-Force ID: 213215.

IBM MQ Appliance could allow a local attacker to obtain sensitive information by inclusion of sensitive data within trace.

IBM MQ Appliance 9.2 CD and 9.2 LTS does not invalidate session after logout which could allow an authenticated user to impersonate
another user on the system. IBM X-Force ID: 212942,

IBM MQ Appliance 9.2 CD and 9.2 LTS could allow a local privileged user to inject and execute malicious code. IBM X-Force ID: 212441.
IBM MQ Appliance 9.2 CD and 9.2 LTS is affected by a denial of service attack caused by a concurrency issue. IBM X-Force ID: 212042

IBM MQ on HPE NonStop 8.0.4 and 8.1.0 is vulnerable to a privilege escalation attack when SharedBindingsUserld is set to effective. IEM
X-ForcelD: 211404.

IBM MQ 7.5, 8.0, 9.0 LTS, 9.1 CD, and 9.1 LTS stores user credentials in plain clear text which can be read by a local user. IBM X-Force
ID: 211403,

IBM MQ 8.0, 9.0 LTS, 9.1 LTS, 9.2 LTS, 9.1 CD, and 9.2 CD is vulnerable to a denial of service attack caused by an error processing
messages. IBM X-Force ID: 208398.

IBM MQ 9.1 LTS, 9.1 CD, 9.2 LTS, and 9.2CD is vulnerable to a denial of service attack caused by an issue processing message
properties. IBM X-Force ID: 205203.
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IBM MQ is vulnerable to a deniz of eI I et
process.(CVE-2021-39034

Vulnerability Details Affected Products and Versions

CVEID: CVE-2021-39034 ;;
DESCRIPTION: An issue was

identified in the IBM MQ
Version 9.1 queue manager
~ channel process on Solaris
~— platforms, that could be
- exploited by an attacker to
- cause a denial of service
~ attack.

CVSS Base score: 5.3
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IBM TechCon zeaa-"’" _—

@Eﬁang & Connectivity {19) K) Ciear All

All Days Tue Apr 05 Wed Apr 06 Thu Apr07

| All Sessions (19

10:00 AM - 11:00 AM EDT / 4:00 PM - 5:00 PM Your local tirr
Running IBM MQ in AWS
) Track & (Messaging & Connectivity), 421

IATCH RECORDING

11|'5 aM . 11:05 AM - 12:05 PM EDT / 5:05 PM - 6:05 PM Your local time |1 Hour}

Controlling access to your IBM MQ system

(©) Track 4 {Messaging & Connectivity), 432

WATCH RECORDING

Security is applied in layers, and IBM MQ provides all the layers that yvou need to ensure complete security of the system and the

Rob Parker
Security Architect, Software Engineer, IBM MQ
IBEM

IBM MO is a natural fit for public cloud environments such as Amazon's AWS, but public clouds can be a daunting new world. This session will demystify AWS

Callum Jackson

Solution Architect
3 1BM
-
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11:05 AM - 12:05 PM ECT / 5:05 PM - 6:05 PM Your local time (1 Hour)

IBM MQ and Apache Kafka, two designs, two behaviors

) Track & (Messaging & Connectivity), 422

IATCH RECORDING

Apache Kafka is designed for event streaming, IBM MQ is desig|
r David Ware
Ig

P -

18M M0 Chief Architect
IBM
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2:20PM

12:20 PM - 1:20 PM EDT / 8:20 PM - 7:20 PM Your |ocal time (1 Hour)

Deep dive into Native HA
(1) Track & (Messaging & Connectivity), 433

WATCH RECORDING

In 2021 1BM MQ introduced Native HA, a fully integrated high availability solution for containerized queue managers. With built

~ lon Rumsey
Seniar Software Engineer
IBM
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Titre MaJ

Auteur

Deploying IBM(R) MQ Advanced RDQM HA on AWS il 10/04/2022
Bodapati
Sudhakar
- MQ Message Manager Bodapati 10/2021

Create a network/relationship graph with a filter and

1 clickable nodes Ryan Podany 21/04/2022

Monitoring paramaters MONQ and MONCHL 04/2022

End to End Message Security using IBM® MQ Subhra Mondal 10/2021
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1d Message Security usin

Introduction:

The Objective of this article is to demonstrate the simultanecus implementation of IBM® MQ Security
features like OAM, S5L, AMS & CHLAUTH in an Integrated Test Case Scenario which can be taken as a
template for Large Scale Implementation at Enterprise Level. The specific configuration of Advanced
Message Security (AMS) feature is required to meet the regulatory requirement of PCI DS5 {(Payment
Card Industry Data Security Standard) which mandates business critial information like Credit / Debit
Cards & other important Bank transactions to be secured & encrypted.

Al p = ] m@ﬂm 0 - Beb

S5L Enabled o 551 Enatbled

AMS Enabled Local Q
AMS Ennbled Allas O

Dedicsted for OZ0T Administration
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Nouvelles interfaces
Message Manager

| File Edit Help
Queus Manager Canliguratian
Queue Manager: QM| & | MCA Channel User. Channel Pass: SSL Chiper-Suite: SSL_RSA_WY
Haost Name:  your-gmgr-ip.com Part: 1_5.2_-1 Trust Store: Trust Store Pass; Put Message
SVACONN Channel: X)0CSVRCONN Convert CCSID?: 5L Key Store: Key Store Pass: Show Q's
Quewe Name: XY ERROR - Starting Mage: 1 RetrlevelRows. 100 Queue Depth: Go

Missage Data

Business Put Date/Time Msg

CMT
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VisualMQ Connect

Queue details

The configuration details of the queue
Built With
Name DEV.QUEUE.REMOTE1

e IBM MQ

Description
.
Current depth 0 L L.I ﬂ |1:":|||I

Max number of

Blender

Max length of message
Inhibit GET

Inhibit PUT

Time altered 2021-07-06T07:27;

Last update time: 11:22:33 AM
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5 congés d'été, en mode hybride
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FCI pour votre participation !
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