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recording & slides
— https://community.ibm.com/community/user/integration
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s Vulnérabilités
¢ [BM Integration Community
® Evolution du licensing IBM
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MQ 9.2 LTSR
MQ 9.2 CD
MQ 9.1 LTSR
MQ 9.1 CD
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MQ 9.0 LTSR
MQ 9.0 CD
MQ 8.0

WMQ 7.5
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Version 9.2.0.3 disponible (07/2021)
Fix Pack 9.2.0.4 prévu 4Q 2021

Version 9.2.3 disponible (07/2021)

Version 9.1.0.9 disponible (08/2021)
Fix Pack 9.1.0.10 prévu 4Q 2021

Version 9.1.5 disponible (04/2020)

Appliances M2001/M2002

Version 9.0.0.11 disponible (12/2020)

Fix Pack 9.0.0.12 prévu 4Q 2021 EOS 09/2021

Version 9.0.5 disponible (03/2018) EOS 03/2019
Fix Pack 8.0.0.16 disponible (03/2021)

Plus de Fix Pack prévu

EOS : 04/2020

Dernier Fix Pack 7.5.0.9 (09/2017) EOS : 04/2018
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- Affected Products and Versions

Vulnerability Details Affected Product(s) Version(s) | 1BM webSphere MQ 7.5
[BM MQ 9.2CD Apply interim fix for APAR IT33772
CVEID: CVE-2020-4682 IBM MQ 9.2 LTS
IEMMOQ 8.0
DESCRIPTION: IBM MQ IBM MQ 91 1BMMOS.0
could allow a remote attacker ig: :g : Apply interim fix for APAR [T33772
~ toexecute arbitrary code on 1BM WebSphere MQI7.5 1BM MO 9.01TS
~ the system, caused by an

148
i

- unsafe deserialization of Apply fix pack 9.0.0.11

trusted data. An attacker could
exploit this vulnerability to
execute arbitrary code on the
system.

CVSS Base score: 8.1

IBEMMOQ9.1LTS

Apply fix pack 9.1.0.7

IBMMQ9.2LTS

Apply fix pack 9.2.0.1

IBM M(Q 9.2 CD
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Vulnerability Details Affected Products and Versions

CVEID CVE-2020-27216 Affected Product(s)Version(s)
DESCRIPTION: Eclipse Jetty  [iem Mo 9.0
could allow a local IBM MQ 9.1 LTS
authenticated attacker to gain  [BM MO 9.2 CD
elevated privileges on the [BM MO 9-2L15

IBM MQ 9.0

system, caused by a race
Apply FixPack 9.0.0.11 or later

~ condition in the creation of the
- temporary subdirectory. By
sending a specially-crafted
request, an authenticated
attacker could exploit this
vulnerability to gain elevated
privileges.

CVSS Base score: 7.8

IBMMQ9.1 LTS
Apply FixPack 9.1.0.7 or later

IBMMQ9.2 LTS
Apply FixPack 9.2.0.2 or later

IBM M0Q 9.2 CD

Upgrade to IBM MQ 9.2.1 or newer CD release
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Titre Auteur Y

CALLUM
JACKSON

ABHINAV
PRIYADARSHI

Matthew
Whitehead

Support for remote Queue Managers in the Web Console 23/07/2021

=== Queue Manager Connection Authentication and Authorization 26/08/2021

New Streaming Queue feature for MQ 9.2.3 26/07/2021

End-to-End installation of IBM Cloud Pak for Integration on

IBM Cloud infrastructure JYOTI RANI 01/10/2021

Streaming Queues Performance PAUL HARRIS 01/10/2021
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— CloudPacks uniquement pour l'instant ?
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~— — Migration possible vers souscription si S&S actif
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Droposition :
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~* en distanciel ?

e en présentiel ?
— ® Hybride (participants en préesentiel & distanciel)
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