
Crédit Agricole SQY

Luc-Michel Demey

Demey® Consulting

lmd@demey-consulting.fr

Guide MQ du 1er Octobre2019



Agenda

• 9:30 - 10:00 : News du monde MQ

• 10:00 - 10:30 : CP4I

• 10:30 - 10h45 : Pause 

• 10h45 - 11h45 : Vendor 1 : Dynatrace

• 11h45 - 12h15 : News 913

• 13:30 - 14h30 : Vendor 2 : Nastel

• 14h45 - 15:00 : Pause

• 15:00 - 16:00 : Vendor 3 : BMC

• Tour de table

• Prochaines réunions : dates, contenu et speakers
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News du monde MQ

• MQ version 913 disponible

• Prix MQ Cloud en baisse

• Vulnérabilités 

• Futur support de TLS 1.3 / PSK

• Correctifs / Fixes

• Technotes

© Demey Consulting, 2019 Guide MQ du 1er Octobre 2019 3



Nouveau logo !
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MQ 913 CD

• API REST Admin : runCommandJSON

• API REST Messaging : 
– Liste des messages

– Read Next

• MQ Console dans iFrame

• MCA Interception DQM AMS

Voir présentation détaillée :
– Nouveautés IBM MQ version 9.1.3
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MQ Cloud – Offre XS – 0.5 PVU
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MQ Cloud – Tarification horaire
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Alertes de sécurité

• CVE-2018-3180 : IBM MQ is affected by multiple vulnerabilities in IBM Java 
Runtime

• CVE-2019-4039 : IBM MQ is vulnerable to a denial of service attack within 
the error logging function

• CVE-2019-4049 : IBM MQ is vulnerable to a denial of service attack within 
the error logging function

• CVE-2019-4261 : IBM MQ clients are vulnerable to a denial of service attack 
caused by consuming specifically crafted messages 

• CVE-2019-4378 : IBM MQ and IBM MQ Appliance command server is 
vulnerable to a denial of service attack caused by specially crafted PCF 
messages

• CVE-2019-4227 : IBM MQ AMQP Listeners are vulnerable to a session 
fixation attack

• CVE-2019-4141 :IBM MQ and IBM MQ Appliance are vulnerable to a denial 
of service attack caused by a memory leak in the clustering code.
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CVE Remediation/Fixes

CVE-2018-3180 IBM MQ V8.0 : Apply fix pack 8.0.0.12 or later
IBM MQ 9.0.0.x (LTS) : Apply fix pack 9.0.0.6 or later
IBM MQ 9.0.x (CDR) : Upgrade to IBM MQ 9.1.2 or later
IBM MQ 9.1 (LTS) : Apply fix pack 9.1.0.2 or later

CVE-2019-4039 IBM MQ V8 : Apply fix pack 8.0.0.12 or later
IBM MQ V9 LTS : Apply fix pack 9.0.0.7 or later
IBM MQ V9.1 LTS : Apply fix pack 9.1.0.2 or later
IBM MQ V9.1 CD : Upgrade to version 9.1.2 or later

CVE-2019-4049 IBM MQ V9.1 LTS : Apply FixPack 9.1.0.3
IBM MQ V9.1 CD : Upgrade to version 9.1.2

CVE-2019-4261 IBM MQ V7.1 : Contact IBM Support to request a fix for APAR IT25916
IBM MQ V7.5 : Contact IBM Support to request a fix for APAR IT25916
IBM MQ V8 : Apply Fixpack 8.0.0.12
IBM MQ V9.0LTS : Apply Fixpack 9.0.0.7
IBM MQ V9.1 LTS : Apply Fixpack 9.1.0.3
IBM MQ V9.1 CD : Upgrade to IBM MQ 9.1.3

CVE-2019-4378 IBM MQ V7.1 : Contact IBM Support requesting a fix for APAR IT29141
IBM MQ V7.5 : Contact IBM Support requesting a fix for APAR IT29141
IBM MQ and IBM MQ Appliance V8 : Apply Fixpack 8.0.0.13
IBM MQ V9.0 LTS : Apply Fixpack 9.0.0.7
IBM MQ and IBM MQ Appliance V9.1 LTS : Apply Fixpack 9.1.0.3
IBM MQ and IBM MQ Appliance V9.1 CD : Upgrade to IBM MQ 9.1.3

CVE-2019-4227 IBM MQ V8 : Apply Fixpack 8.0.013
IBM MQ V9.0 LTS : Apply Fixpack 9.0.0.7
IBM MQ V9.1 LTS : Apply Fixpack 9.1.0.3
IBM MQ V9.1 CD : Upgrade to IBM MQ 9.1.3

CVE-2019-4141 IBM WebSphere MQ V7.1 : Contact IBM Support requesting a fix for APAR IT27859
IBM WepSphere MQ V7.5 : Contact IBM Support requesting a fix for APAR IT27859
IBM MQ and IBM MQ Appliance V8 : Apply FixPack 8.0.0.12
IBM MQ V9 LTS : Apply FixPack 9.0.0.7
IBM MQ and IBM MQ Appliance V9.1 LTS : Apply FixPack 9.1.0.3
IBM MQ and IBM MQ Appliance V9.1 CD : Upgrade to IBM MQ 9.1.3



Futur support de TLS 1.3 / PSK

• Support de TLS 1.3 probable dans une future 
versions de MQ

• Opportunité de supporter PSK

• Echanges sur la liste : 
MQSERIES@LISTSERV.MEDUNIWIEN.AC.AT

• RFE : 
http://www.ibm.com/developerworks/rfe/execute?use_case=viewRf
e&CR_ID=129812 
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Correctifs / Fixes

11

MQ 9.1 LTSR Version 9.1.0.3 disponible (07/2019)
Fix Pack 9.1.0.4 prévu 4Q 2019

MQ 9.1.3 CD Version 9.1.3 disponible (07/2019)

MQ 9.0 LTSR Version 9.0.0.7 disponible (08/2019)
Fix Pack 9.0.0.8 prévu 4Q 2019

MQ 9.0 CD Version 9.0.5. disponible (03/2018) 905 CD : EOS

MQ 8.0 Fix Pack 8.0.0.13 disponible (09/2019)   EOS : 04/2020
Fix Pack 8.0.0.14 prévu 1Q 2020

WMQ 7.5 Dernier Fix Pack 7.5.0.9 (09/2017) EOS : 04/2018 

ACE 11.0 Fix Pack 11.0.0.5 disponible (06/2019)
Fix Pack 11.0.0.6 prévu 3Q 2019

IIB 10.0 Fix Pack 10.0.0.18 disponible (09/2019)
Fix Pack 10.0.0.19 prévu 4Q 2019

IIB 9.0 Dernier Fix Pack : 9.0.0.11 (09/2018)     EOS : 09/2018



Evolution IIB / ACE
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IBM Developer
https://developer.ibm.com/messaging/blogs/

Titre Auteur MàJ

Installing and deploying IBM MQ Advanced queue manager on 
IBM Cloud Pak for Integration – ICP4I v2019.2.1

Abhinav
Priyadarshi

05/08/2019

Certified container scaling part 1: The fixed deployment
Certified container scaling part 2: Scaling up and down

Rob Parker
11/06/2019
25/06/2019

Kafka Connectors to/from IBM MQ – an MQ for z/OS perspective Tony Sharkey 24/07/2019

A better REST with MQ V9.1.3 Gwydion Tudur 30/07/2019

Forwarding MQ JSON error logs to Elasticsearch
Matthew 

Whitehead
02/08/2019

Display Application Status on a Uniform Cluster Louis Horsley 05/08/2019

Rebalancing JMS applications within a MQ Uniform Cluster in MQ 
9.1.3

Laurence 
Bonney

06/08/2019

About coldstart – or why MQ recovery logs must be kept safe Mark Whitlock 06/08/2019

IBM MQ for z/OS v9.1.3 Advanced Message Security Interception 
on server to server message channels

Tony Sharkey 07/08/2019

Messaging REST API (Browse) A.Owen 08/08/2019
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Prochaines réunions - Planning 2019 / 2020

– Dates : 
• « Hursley Come To You » Mardi 3 Décembre :

– OK de principe de Robert Parker

– News MQ 9.1.X CD

– Sécurité (TLS 1.3, AMS, …)

– RDQM

– 2020 :
• Nombre de réunions

• Format

• Sujets

• Dates, lieux, …
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Guide Share Group MQ
https://www.gsefr.org/group/groupe-mq/34
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