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prm— IBM MQ is the worlds leading messaging technology

- Provides quick, secure and reliable messaging, from mainframe to mobile, in a single
robust messaging backbone.

. Connects virtually any commercial IT system, with support for more than 80 platforms.

. Messaging is a $1.2b business and IBM MQ has over 60% of the market (Gartner
2015)

MQ customers consist of

. /0% of the Global 500 companies

.- 94% of the top 100 global banks

- 85% of the Fortune 100

- 59 of 100 top US retailers

- 18 of the top 20, and all of the top 10 US retailers
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Run MQ exactly how and where you need it

Options Available today
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IBM MQ Appliance

Distributed  Linux, Windows, AlX,
Platforms HP-UX, Solaris, ...

Traditional on-premises,
customer managed
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Azure
AWS
SoftLayer
IBM Cloud
Docker
Kubernetes
OpenStack
Packer

Public or Private clouds
(bring-your-own license)

Currently Iin Beta
GA for Think 2018

MQ on IBM Cloud

Hosted SaaS offering
managed by IBM



Goals

Get up and running with MQ In minutes

S S - Administrators can provision additional MQ capacity in under 10 minutes, instead
. . of months

- Relieves the MQ admins of their dependency on other teams

Admins can stay MQ focused

. Customers no longer have to maintain, monitor, upgrade or patch their systems
running MQ

- Reducing the TCO of MQ by ~40%

Seamlessly scale MQ

- Customers can scale the size of their MQ estate hourly along with their
application needs
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High level solution

Configured &
monitored
by the customer

Queues, topics, channels,

clustering, applications

MQ installation, basic configuration, Hoslfed
| | initially on
Managed & security, maintenance y
Operated 5 IBM Cloud
by IBM \

Hardware, virtualization, servers,

network, storage




Responsibility under different MQ consumption models

Application

Clustering

Msg, Conn, Chl monitoring

Queues, Topics
QM failover
QM availability/restart
MQ patching
OS patching

System-level monitoring

Virtual machine
Hypervisor
Storage
Servers
Networking

Data centre

On-premises
software install
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Application

Clustering

Msg, Conn, Chl monitoring

Queues, Topics
QM failover
QM availability/restart
MQ patching
OS patching

System-level monitoring

Virtual machine
Hypervisor
Storage
Servers
Networking

Data centre

MQ Appliance
(on-premises)

Customer

v

Application

Clustering

Msg, Conn, Chl monitoring

Queues, Topics
QM failover
QM availability/restart
MQ patching
OS patching
System-level monitoring
Virtual machine
Hypervisor
Storage
Servers
Networking

Data centre

BYOL cloud
container install

IBM / Vendor

Application

Clustering*

Msg, Conn, Chl monitoring

Queues, Topics
QM failover
QM avallability/restart
MQ patching
OS patching
System-level monitoring
Virtual machine
Hypervisor
Storage
Servers
Networking

Data centre

MQ on IBM
Cloud (service)

* At the current time



Customer Journey
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https://console.eu-gb.bluemix.net/

Getting started.... Create “Service”

File Edit View History Bookmarks Tools Help

Dashboard - IBM Cloud

OX “ Wl ttps://console.bluemix.net/dashboard/apps,

s 1IBM Cloud

Dashboard

RESOURCE GROUP REGION

All Resources ~

Cloud Foundry Apps 256 MB/2 GB Used
Name -

MQL.sample.node.backend

MQL.sample.node.frontend

mytaxi-CBF

nodejscloudantbp--carlEclipse

Z2C-cfark-Chap03

Cloud Foundry Services 7/10 Used

Name -

United Kingdom

cy
fa

File Edit View History Bookmarks Tools Help

x : L+

Catalog - IBM Cloud

)@  https//conso

75 IBM Cloud

All Categories

Infrastructure

Compute

Security
Containers

AA ~=
\‘./ Vi "/\" E‘: [ e

Platform

Boilerplates
APIs

Application Services

DevOps

Finance

e.bluemix.net/catalog/?taxonomyNavigation=

Extend exis

=

capabilities, such as pq
and publish/subscribe
facilitate the flow of in
between applications.
enables you to use IB
managed offering. The
handles upgrades, pat
many of the operationg
management tasks on
so you can focus on int
with your applications.

IBM

View Docs

AUTHOR IBM

Need Help?
Contact IBM Cloud Sa

Service Offering Plan
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Q) IBM Cloud

Getting started

Manage

&

I File Edit View History Bookmarks Tools ﬂelp- _— l-.:. ||§| I_i‘:i_J
> N
MQ - IBM Cloud x 9 +
() & https://console.bluemix.net/catalog/services/mqg?taxonomyMavigation=apps C Searc ‘i‘:f E g ‘ ”ﬁ‘ . = L
) IBM Cloud Catalog Docs Support Manage gu
I Eile Edit View History Bookmarks Tools Help | - T
IBM MQ provides prowvi «J Service Details - BM Cloud x|
enterprise-grade messg — __
P g (- (i) @ https://console.bluemix.net/services/macloud/crn%3Av1%3Abluemix%3Apublic%3) A Search 1:{ E 0 V.v ﬁ . —

Catalog Docs

Integrate |
g) MO-Carl

Resource Group: default Location: United Kingdom

Getting started with MQ on IBM Cloud

Last Updated: 2018-01-09 | Editin GitHub

MQ on IBM Cloud enables you to quickly and easily deploy queue managers in the cloud and connect your
applications to them, for reliable data transfer between different parts of your enterprise application

landscape.

The key steps in getting started with this service are as follows;

@ Click the "Manage" tab in the top left of your service instance to begin your journey!

@ Create a queue manager.

@ Administer a queue manager.

@ Connect a sample application to a queue manager.

You can find more information on how to use the IBM M() service in the M() on IBM Cloud documentation

1

Waiting for console.bluemix.net...
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Getting started.... Create “QM”

IE File Edit View History Bookmarks Tools Help

- Service Details - IBM Cloud X\+

(- i:i:'r @ https://console.bluemix.net/services/macloud/crn%3Av1%3Abluemix%3Apublic%3 &o L, Search ﬁ E U ‘ /ﬁ\

I;" Eile_gdit View History Bookmarks Tools Help |

- Service Details - IBM Cloud % \\+ = 7 IBM Cloud Catalog Docs  Support Manage

€& ) O 8 nttps;//console.bluemix.net/services/maclouc )
Integrate /

]a File Edit View History Bookmarks Tools ﬂelp

5 IBM Cloud - _
Getting started : MQ Carl

Service Details - IBM Cloud % +

B (5 & |t /consie bl RS CES g Integrate s Resource Group: default Location: United Kingdom
5 1BM Cloud Getting started [D:] Create a queue manager Step 1 of 3
Resourcg |
Manage Queue managers User permissions Application permissions

Integrd

connections.

Getting started “ Refresh C m

M Reso $5.20 per hour
anage 4 x VPC-hour pr Displ Ni !
& Create q Name ~ n;srﬂeay Version Location Status Actions ICe one:
.Lea'-n more Nuage gfl}cl:':‘d S Yau've inict created a auernie manager.
Sive sizes, suggestf NuageQM gecr  905t1  (nited Deploying Ueploying siied
Kingdom re being
Details Click to open the overfiliEiiElE
Queue manag ©
T
NuageQM {
Tz Location "platform": "ibmmg-on-cloud",
Perfect ft IBM Cloud Uni "queueManagerName": "NuageQM",
service.
. < :
s Lol "hostname": "nuageqm-34a8.gqm.eu-gb.mgcloud.ibm.com",
20 con:(':u ' ' o . T
connectid listenerPort": 30968 ’
Cancel
< "applicationChannelName": "CLOUD.APP.SVRCONN",
"adminChannelName": "CLOUD.ADMIN.SVRCONN",
Free $1.30 per hour "deploymentLocation": "bmx-eu-gb",
< 1 x VPC-hour price

- "webConsoleURL": "https://web-nuageqm-34a8.gqm.eu-

gb.mgcloud.ibm.com/ibmmg/console"

}
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Getting started.... Administer your QM

File Edit View History Bookmarks Tools Help

| e
__ Service Details - IBM Cloud / (&) IBM MQ x\+
r . o . . . ) - . —
File Edit View History Bookmarks Tools Help (' or-' https://web-nuagegm-34a8.qm.eu-gb.mgcloud.ibm.com/ibmmag/conso o Q, Search 1:? E @ 4 ) . —
__ Service Details - IBM Cloud X/ Q IBM MQ Console - Login IBM MQ o # @ i
":‘ @ https://web-nuageqgm-34a8.gm.eu-gb.mqcloud.ibm.com/ibn |
Default Dashboard ~ + : |
[ File Edit View History Bookmarks Tools Help
' | . Service Details - IBM Cloud % \'l'
| Add widget L
é i:i:? @ https://console bluemix.net/services/mgcloud/crn%3Av1%3Abluemix%3Apublic%3Amacioud% I

= 5 IBMCloud

IBM MQ Consol Queues on NuageQM C & X  Topics on NuageQM c & X

Integrate /
Please enter your MQ username a O, [+ O, N7 T [+
Getting started g) MO-Carl
etting starte
, , , HQ usermame{l camhewifocreatero A Name Queue type Queue depth A Name Topic String o
Resource Group: default Location: United King
el farkas n n
& Nuagede Carl @ Running CarlQ Local 0 I DEV.BASE.TOPIC dev/ B
IBM Cloud Platform API Key (Learn h
Configuration Logs and diagnostics Ad S iisit o coscicoasaisstebies DEV.DEAD.LETT Local 0 SYSTEM.ADMIN.TOPIC $SYS/MQ 1
Your Access DEV.QUEUE.1 Local 1 SYSTEM.BASE.TOPIC
Licensed Materials - Property of IBM Corp. (¢
You can administer your queue managers pcind tha Other company, product or services names —
Explorer, or the runmgsc CLL. In all cases yo { DEV.QUEUE.2 Local 0 1 SYSTEM.BROKER.ADMIN. SYSTEM.BROKER.ADMIN.!
username shown below, and use your IBM
’ password. "na DEV.QUEUE.3 Local 0 SYSTEM.BROKER.DEFAUL
| "de = M
Total: 6 Last updated: 12:00:34 PM Total: 7 Last updated: 12:00:50 PM
usa
MQ Username farkas
LA C r
Channels on NuageQM cC & X Channel Authentication Recor... C & X
Password <your IBM Cloud A " ap
N m 0 m -
} < 1l | r
If you have lost or forgdotten the API key that you created through the
i ) Reset IBM Cloud API Key .\,
¢ MQ service, use the button to reset it.
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Getting started.... Administer your QM for pros...

Specify user identification details

I‘} IEM MQ Explorer (MQw8Fresh)

4 3 IBM MQ
4 |(= Queue Manag

File Edit Window Help
w: MQ Explorer - Navigator &2

s

- i@ Al
* MyProject
- (@ QMvBPOT
(= Queue Manage
(= IMS Administe
+ =» Managed File
(= Service Definit

Show/
Add R

Mew
Transfq

Tests
Sets
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Specify new connection d

Provide details of the conneci

Queue manager name: N

Connection details

Host name or IP address: i

[

Port number:

Server-connection channel: {

[ 1s this a multi-instance quel

Connection details to secon

I Automatically connect to th
Automatically refresh inforn

Refresh interval (seconds):

Queue manager name:

Enable user identification

[ ] User identification compatibility mode

Provide a userid name and password

NuageQM

Userid: farka5|

Password

") No password
@ Prompt for password

(") Use saved password

Saved password;

MNext 3

w2 IBM MQ Explorer

File Edit Window

= MQ Explorer - N
4 [ Nuag

= Q

= Td

= SU

- = CH

& Li
= 56
= Pr
= N
= Al
= Cd
QM_
QM_
QM_
QM_
QM1
QM1
QM1
QM1
QM1
QM1
QM1
QM2
QM2
QM2
QM2
QM2
QM2
QM3

OF) o $F

0 IEM MOQ) Explorer (MQvEFresh)

File Edit Window Help
= MQ Explorer - Navigator &2

@ E Y= 0

4 MNuageQM on ‘nuagegm-34a8.gm.eu-gb.r =

= Queues
= Topics
= Subscriptions
4 (= Channels
= Client Connections

= Channel Authentication Records

= Listeners

= Services

= Process Definitions
= Namelists

= Authentication Information
= Communication Information

&l QM_Bordeaux

a Bl QM_CarlWin
= Queues
= Topics
= Subscriptions

¢ = Channels

= Telemetry
= Listeners
= Services
= Process Definitions
= Namelists

111

= Authentication Information

= Communication Information

= Security Policies
=l OM_Nice
= QM_Paris

< |

I

= 1 item selected

B MQ Explorer - Content 2

Channels

Filter: Standard for Channels

# Channel name Channel type Overall channel status Conn name Transmission queue
A CarlWin_TO_NuageQM Receiver Running
% CLOUD.ADMIN.SVRCONN Server-connection  Running
B CLOUD.APP.SVRCONN Server-connection Inactive
7 NuageQM_TO_CarlWin Server Running QM_CarlWin I
4 | Il r
Scheme: Standard for Channels - Distributed -
Last updated: 12:30:40 (4 items)
=# Managed File Transfer - Current Transfer Progress 2 R = O

Source

Destination Current File File Number

Progress Rate 5Started (Europe/Paris)

< | I

= 1 item selected
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Getting started.... Admin for real men....

c:\sSuser\Junk>set MQSERVER=CLOUD.ADMIN.SVRCONN/TCP/nuagegm-34a8.gm.eu-
gb.mgcloud.ibm.com (30968)

c:\Suser\Junk>runmgsc -u farkas -c NuageQM
5724-H72 (C) Copyright IBM Corp. 1994, 2017.
Enter password:

E R i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i ¢

Starting MQSC for queue manager NuageQM.

dis gmgr
2 : dis gmgr
AMQB8408I: Display Queue Manager details.
OMNAME (NuageQM) ACCTCONO (DISABLED)
ACCTINT (1800) ACCTMQI (OFF)
ACCTQ (OF'F) ACTIVREC (MSG)
ACTVCONO (DISABLED) ACTVTRC (OFF)
ADVCAP (DISABLED) ALTDATE (2018-03-16)
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And for applications....

" File Edit View History Bookmarks Tools Help | a - [ -
, Service Details - IBM Cloud \Q IBM MQ Console - Login X +
6 (O @ nhttps://console. bluemix.net/services/mgcloud/crn%3Av1%3Abluemix%3Apublic%3Amaqcloud%3Ae C Search f{ E 0 S /ﬁ\ . = ‘
;_] Find Accumulated Authorities [iL-J
== IBM Cloud Catalog Docs Support
Entity type: Group @ User
Integrate / Entity name: carlapp
Object type: Queue -
| MO-Carl
Getting started Profile name: DEV.QUEUE.1

Manage

c:\Suser\Junk>set MQSERVER=CLOUD.APP.SVRCONN/TCP/nuagegm-34a8.gm.eu-
gb.mgcloud.ibm.com (30968)

c:\Suser\Junk>set MQSAMP USER ID=carlapp

c:\Suser\Junk>amgsputc DEV.QUEUE.1 NuageQM

Sample AMQSPUTO start

Enter password: r A i i i i i i i i i i i i i i i i i i i i G i

target queue 1s DEV.QUEUE.1
Carl’s message from AMQSPUTC

Sample AMQSPUTO end

© 2018 IBM Corporation
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Use cases

0. Single Location

Applications within the same cloud and
same geo need to communicate

Georgia, USA

Web App Service
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1. On-Prem Bridge

A retaller is writing a new mobile app to
enable users to check stock in their local
store.

The app will be deployed on the cloud so
that it can be easily accessed by mobile
devices

To find stock levels, the app needs to
connect to the on-premise stock system
which is accessed through MQ queues.

© 2017 IBM Corporation
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Application

On-prem

Stock System



London, UK
2. Geo Bridge

A US delivery company has a depot in
London, UK that processes packages but
their core IT systems are based In
Georgia, USA.

Processing

The London depot notifies the central
systems in Georgia of every package to
be tracked.

MQ allows the application to offload the
messages about each package locally in
London, and have them reliably
transmitted to the core IT processing
location in the US.

Georgia, USA

CorelT
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3. Cross Provider

To insulate themselves from the risk of
failure of any given Cloud Provider this
online TV services company has
distributed their core cloud systems
across AWS and Azure.

MQ provides the reliable transport of data
between the two clouds in order to
replicate state so there is a consistent
view of enterprise data, and they can
continue to successfully process business
reguests even if one provider has a total
outage.

MQ also provides the ability to queue
updates while the second cloud is
unavailable, ensuring that it recovers to a
consistent state when the failed provider
later comes back online.

© 2017 IBM Corporation
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Supported capabllities under different MQ consumption models

On-premises MQ Appliance BYOL cloud MQ on IBM Cloud
software install (on-premises) container install (service)
Customer-defined MQ Exits, Yes No Yes No
Services and Processes

Custom monitoring agents Yes No Yes No
local to the queue manager

Server binding (local) applications Yes No Yes No

(at customer’s discretion)
Client binding (remote) applications Yes Yes Yes Yes
Non-TLS MQ channels Yes Yes Yes Yes

(at customer’s discretion)

(but not recommended)

Encryption of data at rest

If configured by customer

Requires use of AMS

If configured by customer

Disk encryption by default
(does not require AMS)

Advanced Message Security (AMS)

Yes
(with MQ Advanced license)

Yes — out of the box

Yes
(with MQ Advanced license)

Not yet
(potential future AMS
support)

© 2018 IBM Corporation
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MQ on IBM Cloud - Frequently asked questions

Question

Answer

Is “MQ on IBM Cloud” a fully managed service?

Depends on your definition of “fully managed” — the customer is responsible for managing some aspects of the
deployment such as creating queues for applications to use, monitoring queue depth and application availability
etc.

Does IBM monitor my queue manager?

Yes (and No) — IBM monitors the availability of the queue manager and the networking that routes requests
through to the queue manager. The customer is responsible for monitoring “inside” the queue manager, such as
gueue depths

Can | configure my own TLS server certificate and/or
TLS mutual authentication for my queue manager
channel?

Not currently, but intended for future — IBM configures your MQ channel with a pre-defined one-way TLS
certificate out of the box. In the future we intend you will be able to change the TLS configuration of the channel
using the capabillities provided through the IBM Cloud service console

How do | debug problems in my deployed queue
managers?

Customers is able to self-service download queue manager logs.
Potential future option to push logs to logging services like IBM Cloud Log Analysis service.

How do | raise support tickets for problems
encountered through my use of the “MQ on IBM
Cloud” service?

Customers must raise support tickets through the IBM Cloud support system (not the Service Request tool) for
gueue managers deployed using the “MQ on IBM Cloud” service. If the problem is determined to require an
APAR fix in the queue manager or other components provided by IBM then that process will be handled
transparently via the same IBM Cloud support ticket.

© 2018 IBM Corporation
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Security

A deployed queue manager Is automatically configured with an appropriate level of out-of-the-box security that
protects customer application data while enabling users to get started quickly

Out of the box S
_ _ 3. Username/password authentication for () IBM Cloud
CcO nflguratlon connections to the queue manager - Y

@ (authenticates against IBM Cloud registry)

Administrator Queue Manager Persistent disk

- Jpi_ == .

L 4. Disk encryption to
Application 2. Default TLS yp
server certificate protect data at rest
1. MQ channel TLS encryption to protect data 5. Customer is able to configure the usual MQ access
In transit from applications & administrators control to restrict access to specific queues etc

Potential o |
6. Future intention to allow customers to provide own TLS

future Options server certificate, configure mutual TLS client authentication /. Considering future option to enable AMS,
to provide end-to-end message encryption

8. Soliciting input on strength of
requirement for IP whitelisting of

Incoming connections
© 2017 IBM Corporation 2 2



Versions and Upgrade

 The MQ on IBM Cloud service provides the MQ Continuous Delivery (CD) release for customers to deploy

 This is the same approach taken by the MQ Appliance, and enables new features and capabillities to be made
available faster than the LTS release cycle

* The service provides an automated mechanism to upgrade from one build/release to the next, for example;
« Customer Initiates the upgrade to take place immediately

 Each update comes with a required update window, e.g. 30 days for the next CD release

« Updates will be automatically applied by the system when the update window expires if the customer has not
already elected to trigger the upgrade

Forced upgrade from

Customer l 9.0.at09.0.b

testing
window

9.0.a

I
9.0.b

Customer

T elects to

Recommended version upgrade
when ready
for new deployments

till deploy 9.0.
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Avallability and failover

* |BM Cloud public provides a standard SLA that all services are required to comply with (section 3.2.1)

IBM provides a 99.95% availability SLA for Platform Services configured for
high availability and distributed across multiple IBM Cloud public regions

 For example two queue managers with identical configuration deployed across
multiple regions, so traffic can be served independently of any single failure

« Use MQ client capabilities such as CCDT, ConnectionNamelList, Auto Re-connect
to provide automatic failover

- US South . ~ London
\ DR /

US South

_________________

 Within a data centre, high availability is
provided by automatic failover of the queue
______________________________________ 5 manager across multiple available instances,
e e backed by network storage

Worker 1

Persistent storage volume
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https://www-03.ibm.com/software/sla/sladb.nsf/pdf/6605-12/$file/i126-6605-12_11-2017_en_US.pdf

Security fixes

* Within a CD release (such as 9.0.4.0) IBM will periodically make available new revisions of the server image
In order to apply high priority security updates in the operating system or MQ components

« High severity security updates are generally much less common than low severity, but do occur

« Each revision comes with an update window based on the severity of the fix, e.g. 7, 30, 90 days
* Revisions are cumulative, and the latest revision is automatically selected for any new queue manager deployments

 The user may Initiate the upgrade to any pending revision, including applying multiple at once

* In order to minimize the number of updates, a forced upgrade will apply the latest available revision with an expiry less than 14
days in the future (to avoid doing one upgrade immediate after another)

* Low priority security updates (e.g. 180+ days window) are rolled in to the next CD release

 From time to time MQ IFixes for urgent customer problems may also be made available within a CD release. These are optional upgrades,
but will be picked up as part of cumulative security fixes

Forced upgrade

Customer testing window / to 9.0.arev2

elects to upgrade
9.0.a

9.0.arev2
(CVE, _

30 days) I 9.0.arev3
Automatic choice for ne (CVE, T 9.0.arev4

deployments 7 days) Forced upgrade (iFix 123,
to 9.0.arev3 New no target)
2('gcludes rev2) deployments
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