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IBM MQ Deliveries

MQ V8.0.0 MQ V8.0.0.2 MQ v8.0.0.3 MQ V8.0.0.4

IBM MQ Appliance 1BM MQ Appliance IBM MQ Appliance
M2000 firmware update 4 e

— IBM MQ has heen regularly delivering significant new function since MQ V8
* Through major releases and fix packs
* New platforms and environments

— Now introducing the first Continuous Delivery Release of new function
* V901 Announcement 15 Nov, eGA 18%" Nov, z/OS GA 9 Dec 2016
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IBM MQ Console

* New, optional, installable
component

Features

Select the features you want installed

MQ Vv9.0.0 MQV9.0.1

MQ VI.(

(statement of

¢ Contains MQ Console, MQ :
Administrative REST API and their [jEEr

i AMQP Service
coe X | Advanced Message Security

p re req S % -| Managed File Transfer Service

L. % -| Managed File Transfer Logger
H H Lo X -] Managed File Transfer Agent
— WebSphere Liberty Profile R e
i 3-| Mg Explorer
H MQI Client
Extended Messaging APIS

\Web Administration

... =3 ~| Development Toulkit

InstallShield

Click on an icon in the list below to change how a feature is installed.

Feature Description

Adds HTTP based administration
for MQ, using a web browser for
the MQ Console and
programatically using the MQ
administrative REST APT

This feature requires 329 MB on
your hard drive.

I

© Demey Consulting, 2016 Présentation MQ 9.0.1 CD




il Queue Manager | ||| Liberty [pq
| | Console

__ecF| |

REST
API|

| ! commands
I
1

© Demey Consulting, 2016 Présentation MQ 9.0.1 CD

@m

The mqgweb server

® The MQ Console and REST API are applications that run in a

® WebSphere Liberty Profile (WLP) server called mgweb
— WLP is provided as part of MQ install
— mqgweb server definition provided out of the box when installing the
webcomponent
e QOut of the box:
— MQ Console is enabled
— REST API is disabled
— HTTPS only, on localhost only
— Locked down, users need to be defined in order to login
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Configuring mgweb server

® Currently done by editing xml (standard WLP approach)
— File called mgwebuser.xml provided in MQ data directory

— This is the only part of the WLP configuration that we support customers
editing :

<l--
sample mqwebuser.xml file, included by server.xml, to contain user
configuration for the mqweb server.

>

<servers
<featureManagers>
<feature=appSecurity-2.0</feature>
</featureManagers>
<basicRegistry id="basic" realm="defaultRealm">
<!--
Default configuration allows no user access, refer to the IBM Knowledge Center
section on "IBM MQ Console and REST API security"” for details of how
to configure security.
-—>
</basicRegistry>
</servers
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Configuring mgweb server

e Before use need to allow users to log in
— Select user registry: basic, LDAP, SAF
e Samples of first two provided
— Define users and groups
— Assign to roles
° MQWebAdmin - runs as member of mgm group: read/write access
® MQWebAdminRO - runs as member of mgm group: read-only access
* MQWebUser — access allowed as per OAM/RACF
e Usually also need to consider
— TLS configuration
e Self signed certificates automatically defined
— HTTPS port
® Defaults to 9443
® Hostname
— Defaults to local host only
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Managing mqgweb server - distributed

® Three new control commands
— All build on WLP server command

® strmqweb C:\Program Files\IBM\MO_10\bin>strmgweb
Stdrting server mqueb.
Server mguweb started.

* endmqgweb

C:\Program Files\IBM\MQ_10\bin>endmqueb.bat
Stopping server mqueb.
Server mquweb stopped.

* dspmqgweb C:\Program Files\IBM\MG_10\bin>dspmgweb.bat
Server mgueb is running.
URLs:
https://localhost: 9443 /ibmmg/console/
https://localhost:9443/ibmmg/rest /ul/
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MQ Console

® Browser based interface for administering and managing MQ
— No client side install needed
e Common capability across Appliance and software MQ

— Re-engineered on Angular]S so different browser code than on 8.0.0.*
Appliance

— Functional parity with MQ Console in 8.0.0.* Appliance
® Some capabilities currently restricted on z/OS
— Can't create/delete/start/stop queue managers etc
e All capabilities restricted to queue managers associated with a
specific 9.0.1 CD installation
— On z/0S all queue managers at 9.0.1 CD level
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MQ Console - log in & add widgets

) @ | ntips//localhost9443/ibmmayconsole/loginhtmi € | Q angularjs > A

M inbox @ Gmail [ Bluepages i WLP 16.0.021C [T PLX #8 2/0S Libray %1 WMQ 9.1C % z/0S V2RLIC %% IMS 13 %% CICS 5.2 && Innovation Club 2016 ... &) MQ Admin «& MQ Beta Downloads {#} MQ Community [EJ A

IBM MQ Console - Login

Please enter your username and password
Local Queus Managers Manage Iocal qusus managers

Chart Moniter your MG platiom
User Name: admin

Password: Atk & wirget to display 1AQ objact information for the spacifiad queus manager

Queus manager:  qgri *

I Gueues Configure destinations for messages '
1o topics

Listoners Configurs processes io accept network requests
Channels Queus manager communication paths
t-connection Channels Client connectivity details

Please note that after some time you willbe signed out automatically and asked to sign in again

Log

Licensed Materials - Property of IBM Corp. (c) Copyright IBM Corporation and is licensors 2014, 2016. The IBM
logo s a registered trademark of International Business Machines Corporation in the United States, other
countries, or both. Other company, product or services names may be trademarks or services of others. Corfigure

Subscriptions Configurs how subscriptions 1o topics are handied
Channel Authentication Recoras Contral access io channsls

Demey Consulting, 2016 Présentation MQ 9.0.1 CD

MQ Console - manage

IBM MQ Console  Dashboard

My simple tab ~ | All details tab ~ 4
© Add widget

Local Queue Managers
W More.. Search @
AName AName
4 Running SYSTEM.ADMIN ACCOUNTING....  Local
4 Running SYSTEMADMINACTIVITY.QUEUE  Local
SYSTEM.ADMIN.CHANNEL.EVENT Local
'SYSTEM.ADMIN.COMMAND EVE... Local
'SYSTEM.ADMIN.COMMAND.QUE... Local
SYSTEM.ADMIN.CONFIG.EVENT  Local
SYSTEMADMIN LOGGER EVENT  Local
SYSTEM.ADMIN.PERFM.EVENT  Local
SYSTEM.ADMIN.PUBSUB.EVENT  Local

SYSTEM.ADMIN.QMGREVENT  Local -
Updated: 12:04:08 PM | | Total: 57 Selected: 0 Updated: 12:02:21 PM.

User CPU time percentage + @ > W More. Search
AName Type Overall channel status.

SYSTEMAUTO.RECEIVER Recaiver + Inactive
SYSTEM.AUTO.SVRCONN Server-connection + Inactive
'SYSTEM.DEF CLUSRCVR Cluster-receiver + Inactive
SYSTEM.DEF.CLUSSDR Cluster-sender ¥ Inactive
SYSTEM.DEFRECEIVER Receiver + Inactive
SYSTEM.DEFREQUESTER Requester + Inactive
SYSTEM.DEF.SENDER Sender ¥ Inactive
SYSTEM.DEFSERVER Server + Inactive
'SYSTEM.DEF.SVRCONN Server-connection + Inactive

@yt @amg2

120140 120230

Time
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MFT Enhancements

e IBM MQ Managed File Transfer Agent redistributable package
* File Transfer Recovery Timeout
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IBM MQ Advanced Message Security — Key points

® Provides additional security to that provided by base MQ

* End-to-end security, message level protection
— A security policy defines what protection should be applied to messages
— AMS intercepts messages at “endpoints” and applies the policy

e Asymmetric cryptography used to protect each message
— Integrity policies prove message origin, content not changed, digitally
signed
— Privacy policies as per integrity plus each message encrypted with unique
key
: encryption, but no signing
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Comparing SSL with AMS Confidential vV9.0.0

Compare Message Protection options - Transaction cost at 1 channel pair

Va00 - 32KB Messages in Request/Reply workload over MQ channels

® Baseline

B SSLRKEYC(1M)
SSLRKEYC(10M)

= SSLRKEYC(D)

® Confidential (key reuse = 32)

CPU Microseconds | transaction
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Compare Message Protection options - Transaction cost at 1 channel pair

V801 - 32KB Messages in Request/Reply workload over MQ channels

M Baseline

B SSLRKEYC(1M)
SSLRKEYC(10M)

® SSLRKEYG(0)

® Confidential (key reuse = 32)
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MQdev Blog

https:/ /www.ibm.com/developerworks/community/blogs/ messaging

¢ BIteSize Blogging: MQ 9.0.1 - Administrative REST API

e IBM MQ Console on z/0OS

¢ Bitesize Blogging: MQ 9.0.1 - IBM MQ Console Authentication
e IBM MQ for z/0OS: V9.0.1 performance improvements for AMS
e IBM MQ Managed File Transfer Agent Re-distributable package

® Connection Authentication & Channel Authentication Record
interactions

® What's new for the IBM MQ Console in 9.0.1
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